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Digitalization
* Ranks 1st in entire Europe

 Ranks 3rd in entire World
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https://www.imd.org/wcc/world-competitiveness-center-rankings/world-digital-competitiveness-rankings-2019/
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Digital Security

« 20th rank in entire Europe

e 32nd rank in entire World

Source : Global Cybersecurity Index 2018



There are only two systems In the world

One that Is attacked The other waiting to be attacked




FindIT’s Target Group _—

SM ES (Smé och medelstora fbretag)
Backbone of Sweden

Class
size

Number of enterprises ‘ Number of persons employed ‘ Value added

| Sweden | EU-28 |  Sweden | EU-28 |  Sweden | EU-28 |
| Number | Share |  Share | Number |  Share |  Share| Bilion€ |  Share | Share|

Small 32613 45% 58% 721 013 220% 200% 451 190% 178%

m 722041 |  99.9% 998% 655% 56.8 %

Source: 2018 SBA Fact Sheet -European Commission
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Facts

« SME’s are considered as soft targets.
* Nearly half of all cyberattacks are committed against small business
* 60 % of small companies that suffer a cyberattack are out of business within 6 months

* Top security concerns are targeted phishing attacks on employees, advanced persistent threats,
ransomware, denial-of-service attacks and social engineering

e CISCO says that small companies are inclined to pay the ransoms, so that they can quickly get
back to normal operations after a ransomware attack. £

Forum for Industrial IT-solutions



IACTNND AN ETY AR -8 RRSNe e E T s M e N S e o
e = xposed in HealthCare Data I
Dl +0,5% -
S&P500 22559
PSMBTIAG. | £0,4%
Sveriges bista +66114 : R = III

finanssajt 2018

— e Boeing Is The Latest WannaCry
'  Ransomware Victim ?gcfphgilﬁilztj

A

Lee Mathews Contributor (O
rypto S YOUR FREE COPY TODAY »
T L
miljon

The alarm bells were blaring this week at Boeing. In the early hours Wednesday morning, cure and manage all the

Av FINWIRE

N .4 computers on the aerospace giant's network were being attacked by the WannaCry virus. points from a single console
nicerad: O jull 201¢ 25 b

Ett kryptovirus, .-------i--
wararsgtinm  (SaapnnagNRBNNE

=1 |
senaste tva ar¢

‘Engme“
top Central Free Trial

REL

NYHETER sor

Mesnonno
- il : kY v -

h an d h a \/arit " per\/ ersa " . en I | qt en ex p ert. ® 01:35. Malet for den virusattack som drabbat datorer éver hela variden tycks framst ha varit Ukraina, enligt sakerhetsexperter. De forsta rapporterna om
= problem kom fran banker i Ukraina, Kievs storsta flygplats och ett stort ryskt oljebolag.

UPPDATERAD 2017-06-28

f Dela pé Facebook 5‘\ ﬂ m < 5 Aven tisdagens virldsomspinnande it-attack mot

foretag och organisationer ska ha genomforts med




Solution

 We have to invest our time, money and resources to deal with cyber security
* Above all educate Humans, who are responsible for the 90% of the cyber attacks.
 Humans are the First Line of Defence in a organisation. We have to make them strong and aware

to avoid cyber attacks by Education and training

 The best way to help SMEs to avoid cyber attacks is to provide cyber security awareness training
to its employees.
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Existing Solution for Cyber Security Awareness

Give a Presentation or Lecture Online course -watch videos and answer guestions
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FindIT’s Solution

Gamification

Gamification is taking what’s fun about games and applying it to situations that maybe
aren’t so fun.

At its core, gamification is about engaging people on an emotional level and motivating
them to achieve their goals

Elements in a Game

 Use Visual Aids

« Keep Training Short and to the Point
* Infuse Fun

« Use Rewards

« Know the Audience

« Ensure That Training is Ongoing
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Process

e Currently FindIT is in a process of gathering information from SMEs within the its network
regarding their needs and current status about its Cyber Security.
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Take Aways .

* Its time to take cyber security as a high priority need.
« Encourage a cyber culture in your organization
 Follow best practise inside the working enviroment.
« Work as a team to fight againt cyber crime
 Security by design

» Constant Learning
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Thanks for your time

Please feel free to contact me or the findIT team

Website IT-Forum 2019

23rd Oktober
Sandbacka Science Park

| I n d I t
Forum for Industrial IT-solutions


mailto:frank.joy@sandviken.se
https://findit-solutions.se/

